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ABSTRACT 

 

Wireless sensor networks (WSN) have generated tremendous interest among researchers these years 
because of their potential usage in a wide variety of applications. Sensor nodes are inexpensive portable 
devices with limited processing power and energy resources. Sensor nodes can be used to collect 
information from the environment, locally process this data and transmit the sensed data back to the 
user. This paper proposes a new reliable data delivery protocol for point to point data delivery in 
WSNs. The proposed protocol is designed to provide 100% reliability when possible and also 
minimizing overhead and network delay. The design of this protocol includes three components. The 
new protocol considers a Negative Acknowledgement (NACK) based hop by hop loss detection and 
recovery pattern by end to end sequence numbers. For solving the single-last packet problem, a hybrid 
Acknowledgement (ACK)-Negative Acknowledgement (NACK) pattern is introduced where an ACK 
based approach associates the NACK based approach to solve the single-last packet problem. The 
proposed protocol also has a new queue management pattern that gives priority to new data. The 
performance of the new protocol is tested. Experimental results show that the new protocol performs 
well under various system and protocol parameter settings. 
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1. INTRODUCTION 

 
A wireless sensor network (WSN) consists of spatially distributed autonomous sensors to monitor physical 

or environmental conditions, such as temperature, sound, vibration, pressure, motion or pollutants and to 
cooperatively pass their data through the network to a main location. The more modern networks are bi-directional, 
also enabling control of sensor activity. The WSN is built of "nodes" – from a few to several hundreds or even 
thousands, where each node is connected to one (or sometimes several) sensors. Each such sensor network node has 
typically several parts: a radio transceiver with an internal antenna or connection to an external antenna, a 
microcontroller, an electronic circuit for interfacing with the sensors and an energy source, usually a battery or an 
embedded form of energy harvesting. The topology of the WSNs can vary from a simple star network to an 
advanced multi-hop wireless mesh network. The propagation technique between the hops of the network can be 
routing or flooding [1, 2]. 

Reliable data transport is an important topic in wireless sensor networks. A reliable protocol in wireless 
sensor networks is a protocol that can reliably deliver packets from their sources to their destinations without packet 
loss. Due to many unique characteristics and constraints of sensor nodes, providing reliability in wireless sensor 
networks can be challenging. As a microelectronic device, sensor node has very limited power resources. Sensor 
nodes can be deployed in many non-easily accessible areas or inhospitable conditions, which make replenishment of 
power resources impossible. Thus, energy consumption must be considered when designing a reliable data transport 
protocol in wireless sensor networks. A number of strategies can be implemented in the communication protocols to 
reduce energy consumption in sensor networks including: reduce the data transmitting frequency, reduce the 
protocol and system overhead, implement data compression and aggregation schemes, implement power 
management mechanisms, and eliminate the transmission of redundant data [3]. Another challenge in designing a 
reliable protocol in wireless sensor networks is frequent node failure. 

In general, wireless data delivery protocols can be divided into two major categories, (1) relaying and (2) 
flooding approaches [4]. Relay methods send messages once to a single forwarder. Usually, these methods make use 
of a multi-criteria fitness function to determine the link cost of its neighbors [5-6]. Flooding techniques on the other 
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hand, in its purest sense, broadcast messages epidemically by forwarding the data to all of its neighbors [7]. In 
flooding techniques, data is delivered relatively fast because there is minimal or no overhead [8]. However, flooding 
protocols are notorious for causing broadcast storms which lowers deliver ratio due to high chance of collision 
between messages. Usual attempts to solve the problem like RBVT [9-10], MHVB [7] and RSB [11], assign 
neighboring nodes a waiting time before sending.  

In order to detect and recover lost packets, a receiver feedback and sender retransmission mechanism is 
usually used in wireless sensor networks. There are two commonly used receiver feedback mechanisms: the ACK-
based approach and the NACK-based approach. In an ACK-based approach, the receiver positively acknowledges 
receipt of data packets, while in a NACK-based approach, the receiver only returns feedback to the sender if it 
detects a packet loss. The solution of reliability can be provided in different communication layers in wireless sensor 
networks. Error detection in the physical layer can be helpful to achieve reliability. However, for MicaZ, a 
commonly-used sensor node testbed, it is hard, if not impossible to rewrite its physical layer since it has been 
hardcoded. The MAC layer can provide reliability mechanisms such as RTS/CTS handshake, MAC layer 
acknowledgement and randomized slot selection [12] [13]. RMST [14] is a good example of using a MAC layer 
protocol to achieve reliability. Reliability issues can also be addressed in the routing layer. One example is 
ReInForM, a reliable routing protocol that takes advantage of multipath routing to transmit redundant data packets to 
the receiver and thus provide reliability. Finally, reliability can be provided in the transport layer. Transport layer 
can implement a similar hop-by-hop error recovery scheme as in the data link layer. 

This work proposes a new reliable data delivery protocol for general point-to-point data delivery in wireless 
sensor networks. The new reliable data transport protocol is designed that aims at providing 100% reliability when 
possible as well as minimizing overhead and network delay. The main contributions of this work are: A new 
negative acknowledgement (NACK) based reliable data transport protocol is proposed. The new protocol adopts a 
NACK-based hop-by-hop loss detection and recovery scheme using end-to-end sequence numbers. 

The rest of the paper is organized as follows. Section 2 presents the considerations and design of the 
proposed new protocol. Section 3 describes the performance evaluation methodology and experimental results from 
a protocol implementation. A summary of the contributions of this work and a discussion of possible future work are 
presented in Section 4. 
 

2. MATERIALS AND METHODS 
 

The main contribution of this paper is the design and evaluation of a reliable data delivery protocol for 
wireless sensor networks. This protocol employs a hop-by-hop loss detection and recovery scheme. The goal of this 
protocol is to provide high reliability for general unicast communication with low system overhead and network 
delay. These goals are achieved by efficiently scheduling packet transport and through use of a new explicit NACK 
with reliable last/single packet delivery approach. 

In the following of this section, at first, the protocol’s packet queue structure and explicit NACK approach 
are described. Then, the detailed operation of the proposed protocol is presented. 
The common method to recover lost packets in a hop-by-hop recovery scheme is through retransmission. However, 
most current retransmission schemes may yield either excess redundant traffic or excess delay. As one goal of the 
presented work is to transmit new data packets as quickly as possible, new transmission queue management policies 
are designed for better scheduling retransmissions. 

Each individual node has to maintain a transmission queue structure, whose responsibility is to temporarily 
store packets and manage the transmission. Every packet in the queue has a Ready_Bit to indicate its status. If the 
Ready_Bit is 1, then the packet is ready to be sent; if the Ready_Bit is 0, it means the packet has been sent already 
and does not need to be resent at this time. This Ready_Bit can be changed when a NACK is received or the packet 
is transmitted. 

When a sender gets a new packet, either generated by the node itself or forwarded by an upstream 
neighbor, the Ready_Bit of the packet is set to 1 and the packet is stored at the tail of the queue. Whenever the 
sender is ready to begin a new transmission, it checks the Ready_Bit of the packets in the queue in the order from 
the head of the queue to the tail. The first packet with Ready_Bit equal to 1 will be sent and its Ready_Bit will be set 
to 0.  After sending a packet and waiting a random delay period (so as to provide some spacing between 
transmissions), the node checks the Ready_Bit of the packets in the queue again and sends the next packet with 
Ready_Bit equal to 1. 

In the proposed protocol, by taking advantage of this transmission queue design, a source node can transmit 
multiple new data packets consecutively without waiting for feedback. For example, suppose that a packet X is 
transmitted. Its Ready_Bit is then set to 0. A data packet newer than packet X with Ready_Bit equal to 1 can then be 
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transmitted. At the same time, the sender can retransmit any missing packet in parallel with the regular data packet 
transmitting process. For example, when a node receives a NACK for a packet Y, it locates the missing packet in its 
transmission queue if present and sets its Ready_Bit back to 1. Any packet older than packet Y that is destined for 
the same receiver must have been received and is thus removed from the queue, as described in Section 3.3.2. If 
there is no older packet destined to some other receivers with Ready_Bit equal to 1, the retransmission of packet Y 
can be started immediately. 
Dequeue Policy: Since sensor nodes can receive and generate data packets constantly, while their storage capacity is 
quite limited due to size, cost and power limitations, an appropriate dequeue policy is necessary in order to manage 
the buffer space more efficiently. In the proposed policy, packets are dequeued in the following scenarios: 
If the transmission queue reaches its maximum capacity and a new packet is received, the node discards the packet 
at the head of the queue and makes room for the newer packet. Since all packets in the queue move in the sequence 
from tail to head, the packet at the head of the queue has been in queue the longest and can therefore be considered 
to be the most likely to have been successfully received by its respective receiver. 

If an ACK or NACK is received, the Packet_ID is read from the ACK and compared with the IDs of packets 
in the transmission queue. Since the Packet_ID in the ACK or NACK gives the latest in-order packet received by the 
receiver (see Section 3.5), the packet X with matching Packet_ID (if still present in the queue) as well as all packets 
older than packet X that were sent to that receiver and are still present in the queue can be dequeued. 
 

3. RESULT AND DISCUSSION 
 

The proposed protocol is implemented in the network embedded systems C programming language and the 
XP operating system [15]. The implementations of all tested protocols in this paper run on the Crossbow MicaZ 
platform. Each MicaZ mote has an ATMEL 7.37 MHz ATMega128L, low power 8-bit micro-controller with 128 
KB of program memory, 512 KB measurement serial flash data memory, and 4 KB EEPROM [2]. 

The testbed of the experimentation consists of up to 9 MicaZ motes depends on different experiments. In 
each experiment, one mote acts as the sink and is connected through a CrossBow MIB600 programming board to a 
computer. The sink is responsible for receiving data packets and logging information as well as broadcasting control 
messages. Other sensor nodes are programmed with the tested protocols. 

For experiments conducted in this paper, all sensor nodes are deployed in a single line topology and the 
distance between two neighbor sensor nodes is 3 feet. The MicaZ mote’s radio power level is set to -3dBm and the 
transmission range of the resulting network is just over 1 hop. All the nodes in the experiment are time-synchronized 
prior to each experiment. 

In the experiments, the following metrics are considered when analyzing the performance of the proposed 
protocol: 
End-to-End Delay: The end-to-end delay is measured as the interval between the generation of a data packet at its 
source and the reception of that packet at the sink. 
Link Delay: The link delay measures the interval from when a packet is received/created at the sender to the time it 
is received at the next hop receiver. End-to-End Reliability: The end-to-end reliability for each source node is 
defined as the number of data packets from the node that are received at the sink divided by the total number of data 
packets the node generates. 
Besides the proposed data delivery protocol, four other protocols with different loss recovery and detection schemes 
are also implemented for the purpose of comparison. 

 Basic Protocol 
 ACK Protocol 
 Timer-based NACK Protocol 
 New Protocol with Out-of-order Buffering 

In order to demonstrate the impact of different parameters to the performance of the proposed protocol, all 
of the experiments in this chapter are conducted by varying one parameter and keeps all other parameters 
unchanged. 

Three separate tests are performed in this section to discuss how system and protocol parameters may affect 
the performance of the protocol. 
First experiment: In the first set of experiments, the performance of the new protocol with different number of 
packets per source node is tested. Since each sensor node creates new packet with a fixed sampling interval, the total 
number of packets created by each node is determined by the duration of the experiment. The traffic test illustrates 
basic performance properties of the protocol. The default experimental settings are used in the traffic test, except the 
number of packets created per node varies in individual experiments. The experiment starts with generating 50 
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packets per node, which equals to 300 packets in total in the network. Then the number of packets created (and the 
experiment duration) is increased by 100% to 100 packets per node, which equals to 700 packets in total. At last, the 
number of packets created is increased by 300% to 200 packets per node, which equals to 1200 packets in total. The 
experiment results are shown in Table 1 and Figure 1. 
 

Table 1: Results of Scalability Test for experiment 1 
Experiment End-to-End 

Reliability 
Total Throughput 
(pkt/sec) 

Average 
Resend Rate 

Average Feedback 
Overhead 

50pkt 100%  5.60  5.3%  2.4% 
100pkt  100% 5.97  5.2% 2.4% 
200pkt  100% 5.93  5.1%  2.5% 

 

 

 
Figure 1: Resend Rate for experiment 1 

 
The next question to address is: how does the performance of the new protocol scale with the number of 

nodes in the network path to the sink? In this section, the proposed protocol is tested with a path length of four 
nodes, six nodes and eight nodes respectively. The default value is used for other experimental parameters. The test 
results are shown in Figure 2, and Table 2. 
 

Table 2: Results of Scalability Test for experiment 2 
Experiment End-to-End 

Reliability 
Total Throughput 
(pkt/sec) 

Average 
Resend Rate 

Average Feedback 
Overhead 

5000ms 100%  12.63  10.98%  4.6% 
750ms  100% 7.76 6.7% 4.1% 
1000ms 100% 5.83 5.9%  2.5% 

 

 
Figure 2: Resend Rate for experiment 2 
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In summary, the three experiments in the scalability test show that the new protocol can provide 100% 
reliable data delivery while maintaining a relatively low network overhead for various path lengths. Increasing the 
number of sensor nodes in the path to the sink will result in higher throughput, higher resend rate and higher 
overhead. The impact of path length on end-to-end delay and link delay can also be observed. 

The next set of experiments studies the impact of the sampling interval on the protocol’s performance. The 
sampling interval is the time interval between two sensor readings at each source node. With a smaller sampling 
interval, sensor nodes create more data packets per time unit, possibly creating more network congestion since the 
transmission time required for each packet remains the same. The default experimental settings are used in the 
sampling interval test, except the sampling interval varies in different experiments. In the first experiment, the 
sampling interval is one sample every 1000 ms. The sampling interval is decreased by 25% to one sample every 750 
ms in the second experiment. At last, the sampling interval is further decreased by 50% to one sample every 500 ms 
in the third experiment. The test results are shown in Figure 3 and Table 3. 
 

Table 3: Results of Scalability Test for experiment 3 
Experiment End-to-End 

Reliability 
Total Throughput 
(pkt/sec) 

Average 
Resend Rate 

Average Feedback 
Overhead 

Normal 100% 5.86 5.9% 2.6% 
Overlap 100% 5.87 6.7% 2.1% 

Interference 100% 5.85 15% 6.5% 
 

 

 
Figure 3: Resend Rate for experiment 3 

 
 
In summary, according to the three experiments in the sampling interval test, it can be concluded that the 

protocol can achieve desirable reliability and low overhead under different sampling intervals. Decreasing the 
sampling interval within the range considered here has no significant impact on the end-to-end reliability and link 
reliability. At the same time, the network throughput is increasing because more data packets are pumped into the 
network. The resend rate and overhead are also increasing due to the higher possibility of packet loss. 
 

4. Conclusion 
 
The main contribution of this paper is the design and the evaluation of a hop-by-hop reliable data delivery 

protocol. In particular, the contribution is the general issues in designing a reliable data transport protocol for 
wireless sensor networks are discussed. A survey is conducted of some of the existing data transport protocols 
focusing on reliability and congestion control. The new protocol proposed in this work is evaluated in a MicaZ 
testbed and proven to be able to provide 100% reliability (except under some extreme conditions) and reduce 
overhead and delay. However, there are some limitations of this work that can be improved in the future. First, the 
evaluation considers only single line topology with one destination (the sink). 
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