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ABSTRACT

Due to its cost efficiency signcryption attract cryptographic research community interest. To fulfill the need of
secure multicast environment many multicast signcryption scheme has been proposed. Till date, Ahmad et al
proposed multi recipient signcryption scheme, is the most cost effective multi receiver scheme. This paper present
cryptanalysis of Ahmad et al.’s scheme, analysis shows this scheme do not provide “Confidentiality” the basic
property of signcryption. An improved multi receiver signcryption scheme has also been presented.
KEYWORDS—Discrete logarithm Problem; Signcryption; Multi Receiver

I. INTRODUCTION

Signcryption is a cryptographic primitive first proposed by Zheng [2] provide the functionality of digital
signature and encryption in a single logical step with low computational cost and communication overhead. Many
secure signcryption schemes are proposed to improve the performance and efficiency in public key cryptosystem
(31, [4].

In multicast environment a sender communicate with t recipient. Such communication is useful for
environment where several people work on combined task and share information amongst. The sender send
signcrypted message to multi receiver and the entire receiver should be able to recover relevant information.

The concept of multi receiver signcryption was formalized by Bellare et al [5]. But to improve the efficiency
and minimize the cost, many techniques [6], [7] proposed to improve the performance of the multi receiver
signeryption.

In this paper we present cryptanalysis of Ahmad et al proposed scheme “An efficient multi recipient
signcryption scheme offering non repudiation”. Our analysis shows that the scheme does not provide confidentiality.
We also proposed an improved multi recipient signcryption scheme, and its analysis has been presented.

The rest of the paper organized as: Section 2: presents formal model of multi recipient signcryption scheme.
Section 3: presents review of the Ahmad et al scheme Section 4: presents cryptanalysis of Ahmad et al scheme.
Section 5: presents improved version of Ahmad et al scheme. Section 6: presents security analysis of improved
scheme. Section 7: presents computational cost and communication overhead of improved scheme and Section 8:
comprises the conclusion of the paper.

II. FORMAL MODEL

A generic multi receiver signcryption scheme consists of the following three algorithms: Setup, Signcrypt and
Unsignerypt

Setup: Given a security parameters k, the algorithm generates public/ private key pairs. The public and private key
pairs for the sender are X,, Y, and for the multicast receivers are X;,Y; suchthati € {1,...,t}.

Signerypt: To send a message m to t receivers whose public keys are Y; . Signcrypt (m,X,,Ys Y;, h, E), to obtain
signcrypted text c.

Unsignerypt: when receiving ¢ each receiver unignerypt(c, X;, Y; , h, D) and obtain the plaintext m or the symbol L
if ¢ is an invalid ciphertext between the sender and t receiver.
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This section describe Ahmad et al scheme [1].The propose scheme presume that there is t number of

receivers Iy, I,T3, .. Iy

Notation guide, used in this paper are provided here for the ease of understanding.

Variables
P

q

g
h

E(.)/D(.)
X, &X;
Y, &Y,

Yai
t

m

Mexp
MIHII

Signcryption
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III. AHMAD et al.’s SCHEME

Table 1. Variables Description

Description
A large prime with length at least 512 bit
A large prime number
An integer in the interval [1,...., p-1]
A one-way hash function
A symmetric key encryption/decryption
Private key of user A and i respectively

Public key of user A and i respectively
Shared key between user A and i recipient

Number of Recipient
Plaintext

Ciphertext

Rejection

Modular Exponentiation

Modular Inversion

Multi recipient signeryption (m, X, , Y, and {Y; ....Y; }, h, E(.))

1. Generates k € {0,1,2, .........p}

Computes o = hash (m, k)
Computes ¢ = Ep(m, o)

AN

Calculates y = g*¥4mod p and B, = y.Ya; mod p
Computes K; = hash(Bi), z; = Eg, (k) and h; = hash (m||a||Ki)
Calculates s = (x —X,)/ Yi=;h; mod P

Multicast (¢,s, X, z, Xt hy) to ¢ recipient

Unsigneryption

Receiving the signcrypted data each user’s unsignerypt to obtain message m and verify it. Each receiver goes

through the following steps.

Multi recipient unsigneryption (c, s, Y, i, Xieq hi, X, Y; Ya, h,D())
1. Computes ¥ = (YA. gs'zit=1hi) mod p

2. Computes B = 1.Ya; mod p,K, =hash(f),k = Dy (z),k = Dk, (z)and k = D, (z;)

3. Computes m,o=w = Dy, (¢)

4. Computes a = hash (m, k") and h = hash (m ||(x| |Ki)
Accepted the message if o = h else reject

IV. CRYPTANALYSIS Of AHMAD et al.’s SCHEME
Scheme does not provide confidentiality as: decryption keys K, and k

parameters Yp ,C, S, Yioq Zi, Dieq Dy as:

1. Computes 7 = (YA.gS'Zit=1hi ) mod p

Computes [?;1 = ¥.Y,; mod p
Computes K, = hash(f)
Computes k = Dy (z;)
Computes w = Dy, (c)

S
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We can get message m from w as:
mo=w

This implies that secret parameters keys K, and k can be computed from public parameters and message m can be
computed from signerypt text ¢ using keys K, and K, so the scheme does not provide confidentiality.

V. IMPROVED MULTI RECIPIENT SIGNCRYPTION SCHEME
Signcryption
User A sends the message m to n recipient uniformly, key (k) is randomly chosen for encryption the message.
In order to signcrypt a message to multi receivers, sender has to accomplish the following
Operations:
1. Generates K €3 {0,1,2,....n—1}
Computes k; = (Y;)¥mod p
Computes ¥; = (ghioki-iekin®ke) mod p
Computes Q = (X; ....,Xy)
Computes (Kene Khasn) = hash(( %%1) mod p)
Computes r = hash(m||Kyasn)

Computes s mod p

= (1+1Xa)
Computes ¢ = Kgpc(m)
9. Returns o = (¢,1,5,Q)
Sender sends to each recipient the values (c, 1, s, Q).
Unsigncryption
In order to unsigncrypt a message m from sender, each receiver has to accomplish the following operations.

® N ANk LD

Multi recipient unsigncryption (o, dg;, Ya)
1. Calculates k; = (Y, * g")s*Xi

2. (Kenc' Khash) = haSh((( )_(i)ki)mOd p)
3. ¢ =Kepe(m)

4. r =hash(m||Kyasn)

5. r=r

6.

ifr # r return L ,else return m

VI. SECURITY ANALYSIS

This section provides security of the improved scheme.
A. Confidentiality
Our proposed scheme provides confidentiality. If an attacker wants to compute secret parameter a = ()‘{iki)mod p,
he/she has to solve an equivalent problem to discrete logarithm problem called strong linear problem given
(g.,g*,g” €Fpto findc; ¢, €Fpsuchg® = g»2). This computation infeasibility claim insures the
confidentiality property of proposed scheme.
B. Integrity
Integrity means that the received message is not altered. Our improved scheme provides integrity. One way hash
function is used to insure integrity of the message. Receiver compute r' = hash (m||Kp,sn) and check the equality
r' = r if holds accept the message otherwise reject.
C. Authentication
Our improved scheme fulfills the property of authenticity. The recipient can authenticate message using the public
key of sender Y, .
D. Unforgeability
Our enhanced scheme provides unforgeability property. For generation of (c,1,s,€) private key is required and
only legitimate user has that private key.

Table 2. Security comparison of proposed and Ahmed et al scheme

Schemes Confidentiality Integrity Authentication Unforgeability Message Verifiability
Ahmed et al [1] No Yes Yes Yes No
Proposed Yes Yes Yes Yes Yes
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VII. COST OF THE IMPROVED SCHEME

A. Computational cost

Our improved multi recipient signcryption scheme may require: 1 modular exponentiation, 1 inverse addition
operation, 2 hash function and 1 symmetric encryption operation at the sender’s side.

And 1 modular exponentiation, 2 hashing, 1symmetric decryption at each receiver side.

Time complexity of the different operation are as: M-Exp (modular exponentiation), M-Inv (Modular
Inversion), XOR (Bit wise XOR operation), and hash (one way hash function).

To get the cost of different operations simulated under a specific environment (Windows CE, 5.6 OS over 64-
bit, Intel(R) Core (TM) i3 CPU M330@ 2.13 GHz processor and 4GB memory). According to simulation results
modular exponentiation 63.51 ms, and one way hash operation processing time 14.62 ms for the same security level
of 1024 bit RSA algorithm. Furthermore some operations evaluation time is negligible like XOR operation, point
addition and string concatenation operation [8].

Table 3. Computational and communication cost comparison

Schemes Computational Cost Communication Overhead
Sender Side Each Receiver Side
Mesp  Miny h E() My h D()
Proposed 1 1 2 1 1 2 1 le;| + |h| + |q]
Ahmed et al[1] 1 1 2t+1 1 1 3 1 t(le;| + tlh]) + |q]

240 —

220 -
200
% ] I Sender
E 1504 I Receiver
=
Z 160
S 1897
! |
S 140
E 4
3 120
£ 4
[s}
S 100
80 -
60
Proposed Scheme Ahmad etal [1]
(Cost for 10 Receipent)
Figure 1.Computational cost comparison for 10 recipients
400
@
£
< 300 A B Sender
§ I Receiver
©
c
£ 2004
©
=}
Q
£
o
2 100 4
0

Proposed Scheme Ahmad et al [1]
(Cost for 20 Receipents)

Figure 2. Computational cost comparison for 20 recipients

160



J. Appl. Environ. Biol. Sci., 6(4S)157-161, 2016

B. Communication overhead
Communications overhead of the improved multi recipient signcryption scheme are based on these assumptions

|C|+|t[+|s[+] € |. Communication overhead comparison on the basis of 1, 5 and 10 recipient are shown in figure 3
which shows that our scheme is suitable for resource constraint environment.
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Figure 3. Communication overhead comparison on the basis of 1, 5 and 10 recipient
VIII. CONCLUSION

This paper shows the cryptanalysis of the Ahmad et al scheme that does not provide confidentiality. A

polynomial time algorithm is present to compute secure parameter from public parameter.

We also proposed an improved scheme and give the new security model for confidentiality as well as prove

the security goals such that confidentiality, integrity, authentication, unforgeability, of the message against possible
attacks. Thus our scheme turns out to be the provably secure multi recipient signcryption scheme.
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